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Abstract as readable and easier to make correct. In addition, new

The Click modular router was designed to forward pack-components let Click generate an ASCI| trace format

ets, but some of its strengths—modular design, speednOre consistentand manipulable thampdump itself.

and scalability—are well suited for measurementtasks as /N terms of measurement tools, Click is most similar

well. We present simple and efficient Click elements thati© Fisk and Varghese’s data flow-basetcqq tool 3],

process traces and live packet data, and configuratior? Which some of Click’s elements are basédgre-

and tools that combine those elements in useful ways. 9ateFirstand AggregateLast§4.1). Click is less lim-
ited in some ways (its dataflow graphs can branch) and

1 INTRODUCTION & RELATED WORK more limited in important other ways (it doesn’t support
The mechanics of Internet measurement and analysis—an arbitrary dynamic type system). Its infrastructure is
. . . somewhat faster and it offers a smooth path to kernel
writing and running the code or scripts necessary to ac- L :
deployment, should that be necessary; it also provides

complish some measurement goal—remains surprisinglg wider collection of file reading elements. The most

painful. There are a lot of reasons for this, including an__. L . oo
P . salient distinction between the systems lies in their diffe
infinite variety of analyses, sheer data volume, and the .
. : ent attitudes towards data typ&macq modules are poly-
details of packet format and protocol parsing. These re- . . o _
uirements are at odds. For example, scripting langua ensmrphlc, operating on many data types; it is operation-
9 ' P, pling languag oriented, not data-oriented. In contrast, Click, paniall

make it easy to support a wide variety of analyses; bubecause of its routing heritage, focuses entirelyoor

simple Perl scripts that pr.oce$spdumps te’“”"’?‘ out- . compound data type, the packet. Depending on taste, this
put tend to be slow and to ignore protocol details. Entire : . .
acket-oriented focus can make it easier to conceptual-

continuous-query systems have been designed from tr%e analyses. This paper’s contribution is to show how
ground up to address these issues [3]. '

) ) uch can be done within a constrained, lean data model.
This paper instead advocates an ad-hoc approach th .
) - R ompared to other modular networking systems [6, 11],
ends up being surprisingly powerful: Build network anal-

. . o Click’s basic abstractions tend to be more flexible [4].
yses using a router forwarding path—specifically, the, , . .
. Unlike Scout, for example, Click enforces no overall pro-
Click modular router [8].

. . cessing structure. This paper demonstrates some unin-
Click was designed not for measurement, but as g pap

high-performance software forwarding path. The Com_%ended, but pleasant, consequences of this flexibility.

ponents originally distributed with Click focused on for- 2 CLICK

warding and other active tasks (for example, decrement- )

ing IP packets’ time-to-live). But routing and measure- Click routers consist of components calletements

ment both involve slinging lots of packets around, a taskPlugged together intcconfigurations Elements pro--

at which Click excels. Click’s infrastructure for build- C€SS packets in various ways—creating them, modifying

ing efficient, modular forwarding paths naturally sup- them, classifying them into different paths, and so forth.

ports efficient, modular trace analyses, given the righfackets flow from element to element along the edges of

components; and those components are easy and nat@fonfiguration graph. Example elements include@m-

ral to write. Minimal extensibility mechanisms, such as Device(ethT) which reads and emits packets from net-

a limited per-packet annotation area, have large reachVork deviceethl, and ‘Discard’, which drops any pack-

Components used at user level for trace analysis can mftS it receives. Here’s a simple router configuration file

grate into a kernel forwarding path when desired, avoid-Using those elements:

ing the high overhead of copying packets to user level. ~ FromDevice(ethl) -> Discard;

Click's modular component architecture makes these efThis file, like any Click configuration, uses a simple

ficient configurations relatively easy to write and read. declarative language. Compiler-like optimization and
Comparedtd ibpcap-based analyses, Click makes it analysis passes can transform Click-language files to im-

easier to write reusable analysis fragments. It's also easgrove performance [9].

to handle multiple data sources in a single configuration. Connections between elements can use eitlush

Compared to perhaps the most common trace manipwr pull processing In push processing, packets are ac-

lation methodology—namely, scripts that analyze ASCllItively pushed forward through the graph. In pull process-

tcpdump output—Click analyses are faster, and often justing, packetrequestanovebackwardghrough the graph.



| FromDevice(eth0, PROMISC trueb user-level configuration, based on Figure 1, counts pack-
ets for 10 seconds and prints the result:

¢ :: Counter

FromDevice(...) -> ¢ :: Counter -> Discard;
DriverManager(wait 10s, save c.count -, stop)

Figure 1: Counting packets from thethOdevice. The DriverManagerelement does not process any pack-
ets; instead, it directs Click’s progress using a highileve

. ; »Script. This script runs Click for 10 seconds, then calls
Pull processing models packet transfer as an “upcall”:

. lementc’s counthandler and writes the result to stan-
downstream elements call upwards to retrieve a packe .
L dard output. Theounthandler simply returns the packet
The combination of push and pull can model complex

. ) L count seen bfounteras a decimal string.
control flow patterns, including explicit queues. . .
. . L . Data-dependent behavior can be implemented by
A Click driver can run inside the Linux kernel, or at

user level on anv Unix-like OS. Most element source filescaIIing handlers contigent on particular events. For ex-
Any . ; i . ~~ample, this configuration reports how long it takes to re-
can be compiled for either driver. Click kernel configu- __. .
. - . ceive 1000 packets:
rations can run at or close to the limits of conventional

PC buses [2, 8, 9]. For example, an optimized Click IP  FromDevice(...)

router can forward 740,000 minimum-size packets a sec- -> Counter(COUNT_CALL 1000 stop)
ond over Gigabit Ethernet on a 1.6 GHz Athlon MP with -> tr :: TimeRange -> Discard;
64-bit/66 MHz PCI [9]. DriverManager(wait, save tr.interval -, stop)

The Counterelement calls thestog’ handler after re-
3 SIMPLE ANALYSES ceiving the 1000th packet. TizriverManagerhas been
égaused at the thewait” instruction, waiting for this call;
it then prints the value df's intervalhandler (which re-
on deviceethQ then throws those packets away. Thet.urns the difference in seconds between the last ar)d first
timestamps the element has seen), and stops. This level

"PROMISC trué argument says that theth0 device of scripting makes easy analyses easy to write; to sup-
should be put into promiscuous mode. This configuration biing y B y ’ P

runs equally well at user level or inside a patched Linuxport more complex_ control flow pgtterns, a programmer
or FreeBSD kernel. At user level, it extracts packets fromwoglr(]jtgenerally write corresponding C++ code as an el-
the OS vidibpcapor a raw packet socket—an operation Haﬁdlers are directly accessible as well. For kernel
not without overhead. In a patched kernel, it steals pack- . o .
ets directly from the relevant device queues, avoiding a”c_onﬂguratpns, har_1d|ers appear a}s files |y_ﬁpaoc—l!ke
packet copies and scheduling delay. Furthermore, for ce;-Ile system,. extracting the element's count IS as S|_mple
tain network cards, RolIDeviceelement can be used in- ascat /click/c/count. For user-level configurations,
stead offromDevice This increases performance at high theControlSockeelement lets other programs connectto
input rates via polling, which eliminates all interrupt and a TCP or UNIX socket and read handler values.
E)r((:)lg[ir)r]lmed-llo overhead as well as any receive Iive3'2 Classification

User and kernel behavior will differ in one important Figure 1 countsll packets, but most analyses focus on
way: User-level configuratiorsugmennormal network ~ & subsgt |n§tead. C.|I_Ck prowdes many elements_t_hat can
processing, so the kernel still processes every packet; bife!P With this classification task. The gene@tassifier
kernel configurationseplace normal network process- €lément examines arbitrary bytes of packet data. The
ing, so this configuration will effectively disconnect the [P-specificlPClassifierelement accepts a variant of the
host machine from itethOcard. This may or may not Berkeley Packet Filter language, asIPClassifier(tcp
be what you want. Replacir@iscardwith a ToHostele- ~ SYN && src port 80) Classifierand IPClassifier clas-

ment will pass all packets to the kernel network stack forSify packets by traversing binary decision trees. These
normal processing. trees are extensively optimized to eliminate redundant

checks, making classification fast; for even faster results
theclick-fastclassifietool can dynamically generate the
corresponding machine code [9]. Other elements imple-
Click elements export the statistics they collect throughment more specific task€hecklPHeaderfor example,
handlers or functions whose arguments and return val-classifies packets into those with valid IP headers and
ues are textual strings. This text interface makes handlghose without, andRandomSampleamples each packet
interactions relatively easy to script. For example, thiswith some probability.

Figure 1 shows one of the simplest analyses possibl
a Click configuration that counts all packets arriving

3.1 Extracting results



i
IPClassifier(tcp syn && !ack && dst port 80,
tcp dst port 80, tcp)

scheduling, allows the easy construction of unusual con-
figurations. For example, Figure 3 uses pull mode and

- m an odd packet scheduler to merge two independent dump
[‘websyn :: Counter files into a single stream of packets sorted by timestamp.
AN The TimeSortedSchedlement maintains a one-packet-
web - Counter long queue for each of its inputs; on receiving a pull re-
@ quest, it responds with the earliest packet in any of the

quest. Previously whole programs have been written to
Figure 2: Counting overlapping kinds of traffic with a single clasmifi ~ dO this merge.
and dataflow. Click can also read NLANR trace filesFrom-
NLANRDump, DAG trace files generated by Endace
tools FromDAGDumyp, traces from Mark Allman'sap

. tool [1] (FromCapDumyp, textual NetFlow summary files
T (FromNetFlowSummaryDurpand even textuatcp-

Figure 3: Merging two overlappingpcap files into a single packet dump output FromTdeumh and will transparently de-
stream sorted by timestamp. compress compressed files when necessary. Some of
these formats can be written, wilflopDumpet al. Users

can also construct arbitrary test streams using Click’s
gacket generation elements.

m gueues, then refills that queue with an upstream pull re-

From Dumg(etho.dumpb | FromDurﬁnp(ethl.dunfp)

Figure 2 demonstrates a particularly useful classifi-
cation pattern, combining independent analyses into on
configuration. This configuration counts three overlap-
ping categories of packet: (1) TCP SYN packets senB.4 Packet modification
to port 80, (2) any TCP packets set to port 80, and (3)
all TCP packets. Instead of classifying the packet streanflick's wide range of packet modification elements
three times, the user has built the overlapping categoriels also available for measurement. For example, the
into the configuration’s data flow: every packet in cate-IPReassembleelement can be used to efficiently re-
gory (1) is also in category (2), so the configuration sendgissemble packets, simplifying tasks such as TCP nor-
packets from the category-(1) counter directly into themalization [5]; as it's designed for in-forwarding-path
category-(2) counter. This query optimization structureuse, IPReassemblecarefully avoids resource exhaus-

avoids redundant checks and is easily automated. tion attacks. ThéA\nonymizelPAddelement anonymizes
IP packets’ addresses, usingtepdprivstyle prefix-
3.3 Sources preserving anonymization function, either at user level or

User-level Click configurations can read not only from in the kernel:EraselPPayloacextends this anonymiza-
live network devices, but also from a wide variety of tracetion by removing any packet payload.
formats. For example, the following configuration prints

the number of packets in@capdump file: 35 Discussion

FromDump (x.trace, STOP true)

-> ¢ :: Counter -> Discard; In Linux kernel configurations, polling vi®ollDevice
DriverManager(wait, save c.count -, stop) can take precedence over all user processes. Processes
will not starve, but they can slow down significantly. This
The FromDump element reads packet data from the y .g Y

gan cause problems for measurement; for example, any

named file, constructs the corresponding Click packe )
) user-leveltcpdump process might not be scheduled fre-
structures, and emits them downstre&mmDumpuses o . . .
quently enough. To mitigate this, an optional adaptive

efﬂmentme_mgry-mapped I/O. to reduce copies and.memécheduler can limit Click’s maximum CPU share to a
ory allocation; each packet is actually a pointer into 8 \ser-defined fraction

shared immutable buffer. TheSTOP trué argument ’

calls the ‘stog’ handler when the dump file runs out of

packets. As before, this wakes DpverManagerwhich 4 BicGER ANALYSES

outputs the count to standard output.

Normally, FromDumpemits packets as fast as it can Click of course supports analyses more complex than
read them from the file; this behavior mirrors that of counting packets. This section describes several, begin-
network sources. However, it can also act in passive oning with the aggregateelements that count packets
pull mode where it returns packets only in responsebased on an aggregate annotation, and moving on to ele-
to requests. Pull mode, plus Click's support for packetments for analyzing TCP.



4.1 Aggregates and ICMP errors, assigning them to the relevant flows. It
Click was designed for routing packets, not arbitrary""ls‘O localizes this inteIIige_nce: onlé)(ggregate_lPFlows
analyses, and it derives much of its speed from lean datﬁeelgIS t% kr;sw the ster(r;antl;:smﬁf flow com?lenon.t i
structure design. Even routers need to annotate pack- esideshggregatetountetne aggregate annotation

ets with information, however; for example, they must is used by several element&ggregateFilterclassifies
yackets based on their aggregate annotatidggtegate-

remember packets’ source interfaces so as to genep its the fi K f h
ate appropriate redirect messages. Therefore, each Clidgrst emits the first packet seen for each aggregate an-

packet provides limitednnotation space?24 bytes, plus notatlon,tthllegggregaLeLaseLnlts trlletlas_iﬁ ?ﬁ keff[ steen.d
a small set of general annotations (a timestamp, a point ggregateLasalso marks each packet wi efirstan

to the network header, a destination IP address, and gst timestamps observed, and the total number of pack-

forth). This space turns out to suffice for many analysesets anq bytes seen with the aggregate value. Alsp note-
as well. worthy isAggregateCountés countspdf handler, which

A particularly common analysis task is to count thetransforms aggregate counter data into a scaled PDF of

number of packets seen for each possible value of somtge original counts. Thus, if exactly five aggregates in the

field or property—for example, to count the number OfoIdAggregateCountdnad counts of 42, then the névg-

packets sent to each /8 network, or the number of packegre%atE_CogtntﬁstvallJtﬁ for aggr.(cajgattt; 4? \?I”” gqu'al five.
sent per IP protocol. In Click, this is carried out using the utting it alf together, consider the following:

aggregate annotatiarT his four-byte annotation contains ... -> AggregateIPFlows

the packet'saggregate numbema generic packet identi- -> AggregateFirst

fier. Some elements set the aggregate annotation based ~ -> AggregatelP(ip dst/8)

on packet data, while others count the number of pack- -> ac :: AggregateCounter -> ...

ets with each aggregate annotation value or otherwise DriverManager(wait, write ac.counts_pdf,
manipulate aggregates. For example, this configuration write ac.write pdf_file -, stop)
counts the number of packets seen per destination /8: The first element aggregates packets by flow identifier.
The second drops all but one packet per flow identifier.
. The third resets the aggregate annotation to the top 8
-> ac :: AggregateCounter -> Discard; . L
DriverManager(wait, write ac.write text file -, bits of the destination address, aaccounts the results.
stop) - - Thus, theac element counts how many flows are present
in the trace per destination /8 network. The handlers in
Thewrite_textfile handler call causesggregateCounter  the DriverManagerelement transform those counts into

. -> AggregateIP(ip dst/8)

to write a file such as this to standard output: a PDF, which is written to standard output. Output like
'num_nonzero 2 100 0.42968
128 1 128 0.125
134 1

would indicate that in this trace, 43% of /8 networks con-

This file indicates thafggregateCountesaw two pack- tained exactly 100 flows; 12.5% of /8 networks contained
ets, one heading to network 128.0.0.0/8 and the other texactly 128 flows; and so forth. Thus, the aggregate ele-
134.0.0.0/8. tnum_nonzero” reports the number of ag- ments naturally combine to calculate an interesting mea-
gregates with nonzero counfsggregateCountesses an ~ surement result.
efficient prefix tree data structure to store its counts, and While the aggregate annotation is sufficient for many
can write packed binary as well as textual output. purposes, it is limited to 32 bits in length. For IPv6 ad-

The aggregate annotation can be set in several wayslresses, for example, this will not suffice; and switching
AggregatelPsets it based on the (possibly partial) valueto a larger annotation would require changing many el-
of some TCP/IP header field\ggregateLengttsets it ~ements. This is one instance whaenecg-style generic
based on packet length. Particularly powerfuhiggre-  types would be a win.
gatelPFlows which sets the annotation based on TCP .
or UDP flow identity: two packets that are part of the 4.2 TCP analysis
same end-to-end flow will receive the same aggregate arAggregate elements are quite effective for simple anal-
notation.AggregatelPFlowsvatches TCP flows for FIN yses, but less so for more complex ones, such as avail-
handshakes and correct RSTs, thus separating distineble bandwidth analysis for TCP flows. These analyses
flows with the same address/port 4-tuple, and includesequire fairly complex control flow poorly expressed by
configurable timeouts for UDP (and TCP). It correctly data flow between simple modules. Thus, Click's TCP
handles fragments, assigning them the correct aggregatmalysis elements tend to be more coarse grained, and
annotation once the TCP/UDP header can be determinedtroduce extensibility mechanisms of their own.



The central TCP analysis element is callBdPCol-  of flow association,TCPCollectorremembers per-flow
lector. This element simply collects a detailed record state, andviultiQ concentrates on its capacity estima-
of every TCP flow it sees, including a digest of eachtion algorithm. Moving to Click, from an earlier Python-
packet. (TCP flows are defined by aggregate annotabased tool, let us process raw traces, support multiple
tions, soTCPCollectorusually appears downstream of flows, and analyze flows about an order of magnitude
an AggregatelPFlowselement.) Packet digests include faster, while keeping the MultiQ-specific code about the
sequence number, acknowledgement and SACK, packasame length (and this is not counting several external
number, TCP flags, IP ID, and timestamp information,tools that the Click version no longer requires).
as well as a set of informational flags: Was the packeta BesidesMultiQ, Click also supports a prototype loss
window probe? Did it fill the receive window? Was the inference tool calledflCPMysterywhich makes much
packet in sequence order, or not? Does it appear to bmore extensive use of packet sequence number data.

a duplicate or a (possibly partial) retransmission? These TCPCollectots memory usage is bounded by the
digests are stored on doubly linked lists. There are alsmumber of currently active connections, and thus by the
per-flow digests, which record initial and final sequencepacket stream antiggregatelPFlows timeout for com-
numbers and timestamps, maximum sequence numbernsleted TCP connections. For fast traces, this can get
packet counts, window scaling, MTU, and so forth, andlarge; when processing a 440 MB, 5.7 million packet
maintain pointers to the packet digests. Total memory usbDAG-formatted packet trace, representing 5 minutes of
age is 48 bytes per packet plus 172 bytes per connectiomaffic on dual gigabit Ethernet link§,CPCollectoroc-

TCPCollectordoes little analysis of its own, aside cupied a maximum of 275 MB of memory (on a dual
from setting sequence-ordering flags. Its output is are GHz PowerPC with 512 MB of memory). It took just
XML file giving important properties of each connection: 24 seconds to process this trace, however. For compar-

, ison, a Click configuration that simply read the trace,
<?xml version='1.0"' standalone='yes'?>

<trace file='<stdin>'> throwing all its packets away, took about 9 seconds,
<flow aggregate='1l"' src='146.164.69.8"' sport='33397' roughly the same a_;zcat trace | we -c. If memory
dst='192.150.187.11" dport='80" . . .
begin="'1028667433.955909' duration="'131.647561" becomes a problem, the user can simply run Click multi-
filepos='24'> , ple times, sampling disjoint subsets of flows witBlkas-
<stream dir='0' ndata='3' nack='1508' beginseq="'1543502210" g . .
seqlen='748' sentsackok='yes'> </stream sifier-like element each time.

<stream dir='1"' ndata='2487' nack='0' beginseq='2831743689"
seqlen='3548305"'> </stream> </flow> </trace>

5 APPLICATIONS
Note thefilepos attribute, which specifies where in the |t js certainly possible, and even easy, to write measure-
trace file the first packet on this flow appears. A traCément tools and analyses directly as Click scripts. After
reader can usgilepos to skip ahead to the relevant por- rynning your tenth or eleventh trivial variant of the same
tion of a large trace; Click sromDumpelement, for ex-  configuration, however, a more automated tool seems at-
ample, accepts BILEPOSargument. tractive. Click naturally supports applications that jgars
Besides this summary informatiom,CPCollector  command line options, generate a corresponding Click
can also generate XML containing summaries of eachscript, and then run it. Most application logic boils down
data packet, or lists of interarrival times. But its real {5 the selection and combination of elements. If more
power comes from its extensibility. Other elements canggjic is required, the Click library and elements can be
hook up toTCPCollectorto store extra information in  jinked with the application directly; the application can
each packet or stream digest, and to add their own pegyroyide its own elements or handlers, facilitating two-
stream XML tags toTCPCollectois output. For exam- way communication.
ple, theMultiQ element hooks up tdCPCollectorto The mostwidely used Click measurement application
provide one or more bottleneck capacity estimates fof,5¢ 5 seemingly-simple specificatigpsumdumpeads
each observed significant TCP flow, based on packet inp packets from one or more data sources, then summa-
terarrival times. Capacity estimates are based on the Muly e those packets into a textual file, one packet per line.
tiQ algorithm [7].MultiQ checks each TCP flow's MTU - jike tcpdump, with its complex and evolving output,
and size to determine significance, then calculates INtefinsumdumpgives the user full control over what infor-

arrival times from the packet digests, runs the algorithm,, 2+ion appears on each line, and its output was designed
and reports the results as part ofiultiq_capacity> o, easy processing by scripts.
XML tag. It can also calculate interarrival times from Theipsumdumpool simply creates and runs a con-

an input packet stream, but this works only if the input i ration containing ZolPSummaryDumelement. For
stream is one flow; associating wititPCollectormakes example, this configuration:

it easy to work on multiple flows. The division of labor
is simple: AggregatelPFlowskeeps track of the details FromDump (a.dump, FORCE_IP true, STOP true)



-> ToIPSummaryDump (out.txt, CONTENTS
src dst proto sport dport);
might write this toout . txt:
ITPSummaryDump 1.1 ...
!data ip_src ip_dst proto sport dport
192.150.187.20 192.150.187.34 T 22 3243
206.71.111.206 192.150.187.11 T 4044 80
192.150.187.11 206.71.111.206 T 80 4044 ...
Other supported fields include timestamp, IP and TCP
options, sequence numbers, and so forth. Additional
fields are very easy to add. And there is a corresponding
source element as wefromIPSummaryDumpeadsp-
sumdumiiiles and emits packets with the specified char-
acteristics.
Ipsumduminas proven a surprisingly useful tool. For

measurement or tool designers, such as the authors of

Bro[12], its output is a human- and script-friendilygua
franca Adding requested functionality, such as collat-
ing multiple packet sourceJifmeSortedSchgdrandom
sampling RandomSamp)e or writing pcap-formatted
dump files ToDumyp), has usually proven trivial. The el-
ements have seen other uses as well. Hand-wriften
sumdumfiles, changed into packets vi@omIPSumma-
ryDump make natural regression test input for packet
processing functionality. Even bettdfromIPSumma-
ryDump can turn nonpackets into packets, allowing
broader application of Click measurement elements. For
example, here is a Click script that changes a file of inter-
arrival times in seconds, one per line, into a sequence of

packets with those values as timestamps, then calculates

the implied capacity usinilultiQ:

FromIPSummaryDump (file.txt,

CONTENTS timestamp, STOP true)
-> MultiQ(RAW_TIMESTAMP true) -> Discard;

An interesting variantJolIPFlowDumpssplits a packet
stream intananysummary files, one per aggregate anno-
tation (i.e., one per TCP flow). Careful caching and file
descriptor usage lefBolPFlowDumpsexplode a packet
stream into tens of thousands of single-flow files, option-
ally stored in many directories, at file system speeds.

Other tools generate aggregate count files for
arbitrarily-defined aggregategpéggcreate or manipu-

late aggregate counts in various ways, including calcu-[
1

lating wavelet energyaggmaniy).

6 CONCLUSION

The code described in this paper is all freely available.
Seehttp://pdos.csail.mit.edu/click/. [

This material is based in part upon work supported
by the National Science Foundation under Grant No.
0230921. Any opinions, findings, and conclusions or rec-

ommendations expressed in this material are those of thg2]

author(s) and do not necessarily reflect the views of the
National Science Foundation.

REFERENCES

[1] Mark Allman. Measuring end-to-end bulk transfer capac-
ity. In Proc. 1st Internet Measurement Workshop (IMW
'01), San Francisco, California, November 2001.

[2] Benjie Chen and Robert Morris. Flexible control of par-
allelism in a multiprocessor PC router. Froc. 2001
USENIX Annual Technical Conference (USENIX ;01)
June 2001.

[3] Mike Fisk and George Varghese. Agile and scalable anal-
ysis of network events. IRroc. 2nd Internet Measure-

ment WorkshopNovember 2002.
(4]

Yitzchak Gottlieb and Larry Peterson. A comparative
study of extensible routers. IRroc. 5Sth International
Conference on Open Architectures and Network Pro-
gramming (OPENARCH ’'02)pages 51-62, New York,

New York, June 2002.
(5]

Mark Handley, Vern Paxson, and Christian Kreibich.
Network intrusion detection: Evasion, traffic normaliza-
tion, and end-to-end protocol semantics. Rroc. 10th
USENIX Security Symposium (Security ‘04/ashington,

DC, August 2001.

N. C. Hutchinson and L. L. Peterson. Thekernel: an
architecture for implementing network protocollEEE
Transactions on Software Engineerjrig (1):64—76, Jan-
uary 1991.

(6]

[7] Sachin Katti, Dina Katabi, Charles Blake, Eddie Kohler,
and Jacob Strauss. MultiQ: Automated detection of mul-
tiple bottleneck capacities along a path.Aroc. Internet
Measurement Conference (IMC) 2Q0faormina, Sicily,
October 2004.

[8] Eddie Kohler, Robert Morris, Benjie Chen, John Jannotti
and M. Frans Kaashoek. The Click modular route@M
Transactions on Computer Syster8(3):263-297, Au-
gust 2000.

[9] Eddie Kohler, Robert Morris, and Benjie Chen. Program-
ming language optimizations for modular router config-
urations. InProc. 10th International Conference on Ar-

chitectural Support for Programming Languages and Op-
erating Systems (ASPLOS;Xpges 251-263, San Jose,

California, October 2002.

0] Jeffrey C. Mogul and K. K. Ramakrishnan. Eliminat-
ing receive livelock in an interrupt-driven kerneACM
Transactions on Computer Systerh§(3):217-252, Au-
gust 1997.

11] David Mosberger and Larry L. Peterson. Making paths

explicit in the Scout operating system. Pmoc. 2nd Sym-
posium on Operating Systems Design and Implementa-
tion (OSDI '96) pages 153—-167, October 1996.

Vern Paxson. Bro: A system for detecting network intrud
ers in real-time. Computer Networks31(23—-24):2435—-
63, December 1999.



